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Brief Overview
•
•
•
•
•
•

Issue #1: Linkedin to LinkedIn (Rule 7.02(a))

Issue #2: Encouraging Clients to Post Positive Reviews (Rules 7.02(a) and
8.04(a)(3))
Issue #3: Responding to Negative Client Reviews (Rule 1.05)
Issue #4: Social Media Consultations (Rule 1.05)

Issue #5: Rule 202 Depositions (Rules 4.01(a) and 8.04(a)(3))
Issued #6: E-mail Wire Fraud (Rule 1.01)
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Sources
•
•
•

This presentation borrows heavily from the opinions published by the Texas
Center for Legal Ethics (“CLE”)
View the opinions and other CLE resources at:
https://www.legalethicstexas.com/Ethics-Resources/

This presentation refers to the Texas Disciplinary Rules of Professional
Conduct unless otherwise noted.
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Disclaimer
This presentation provides general legal ethics guidance. If
a specific legal ethics or legal malpractice question arises,
we urge you to carefully research the law and consider all
applicable authorities. While we aim to make this
presentation worthwhile and helpful, because the law is
constantly evolving, we do not warrant, either expressly or
impliedly, that the information in this presentation is
current or applicable to your specific case.
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Life and Work in the COVID Era
According to the Pew Research Center:
•
•
•
•

87% of Americans view internet as essential or
important to their lives (personal and professional)
37% of American adults access the internet
primarily through a smartphone.
70% of Americans use social media.
73% of Americans use YouTube.

More than ever your personal life and legal career are
managed digitally!
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7

ISSUE #1:

LINKED IN TO LINKEDIN
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Linked in to LinkedIn
Question:

By: Liam Walsh, The New Yorker

What are some ethical considerations that apply to LinkedIn profiles?
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Linked in to LinkedIn
Answer:

Texas has not specifically addressed attorney conduct on LinkedIn. But, at
bottom, it is very likely that Rule 7.02—the rule that governs communications
concerning a lawyer’s services—applies.
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Linked in to LinkedIn
•

“A lawyer shall not make or sponsor a false or misleading
communication about the qualifications or the services of any lawyer or
firm.” Rule 7.02(a).

• Comment 1: “The Rules within Part VII are intended to regulate communications made
for the purpose of obtaining professional employment.”
• Comment 2: Rule 7.02 governs all communications about a lawyer’s services (this
includes advertisements and solicitations).
–
–

Rule 7.04 governs advertisements.
Rule 7.05 governs solicitations.

• Comment 2: “Whatever means are used to make known a lawyer’s services,
statements about them must be truthful and nondeceptive.”

• Rule 7.02(a) sets out 7 different ways that a communication can be “false or
misleading.”
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Linked in to LinkedIn
•

How to avoid making a “false or misleading” communication on LinkedIn?
– Use measured comments about results.

• Do not reference “wins” or synonymous terms (e.g., “obtain,” “secure,” “achieve,”
“success,” “procure,” “resolve,” or “settle”);
• Instead, “the matter ‘resulted in a favorable outcome.’“

– Give the glory to lead counsel.

• Do not refer to past successes or results obtained unless you were lead counsel or were
primarily responsible for the settlement or verdict.

– Be specific.

• If you refer to a dollar amount, you must refer to the exact dollar amount actually
received by the client (after attorneys’ fees, costs, etc.).

– Stay in your own lane.

• Unless you have precise, objective, verifiable data, do not make comparisons to other
lawyers or other firms.
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Linked in to LinkedIn
•

How to avoid making a “false or misleading” communication on LinkedIn?
(continued)
– Regularly update your profile.

• If an intervening change occurs update your profile to reflect that change.
–

Example: if an appellate court reduces a jury verdict that you obtained for a client, you must
disclose that fact.

– Use disclaimers or qualifying language to reduce unjustified expectations.

• Present the disclaimers and qualifying language “in the same manner as the
communication and with equal prominence.”

– Watch your language.

• If you speak a second language, you can list that on your profile “without elaboration.”

• But, if you decide to communicate with potential clients in a second language, all
statements or disclaimers required by the Rules must be made available in that second
language.
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Linked in to LinkedIn: Applied
Facts:
•
•
•
•

Andy Associate practices at a firm that focuses on employee benefits issues.
Andy helps Patty Partner advise a client about those issues for a major
transaction (worth $1.93 billion).
Four other firms also help advise the client about other aspects of the
transaction.

After the deal closes, Andy drafts an update to add to the experience section
of his LinkedIn profile:
“Secured $2 billion closing for client in complex transaction.”
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Linked in to LinkedIn: Applied
What is wrong with Andy’s update?

“Secured $2 billion closing for client in complex transaction.”

•
•
•
•
•
•

“Secured” is not measured enough.

Does not use a precise number ($1.93 billion).

Does not mention that other firms also represented the client.

Omits Patty Partner (when she is the only person from the employee
benefits firm that should be named).

Omits the fact that the firm only worked on one aspect of the transaction
(employee benefits).
Could lead someone to believe that the firm is involved in running all
aspects of a high-value, complex transaction.

BAKER BOTTS

15

ISSUE #2:

ENCOURAGING CLIENTS TO POST
POSITIVE REVIEWS
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Encouraging Clients To Post Positive Reviews
Question:

Firm A

May lawyers encourage current
and former clients to post
positive reviews or comments
and favorable “star” ratings of the
lawyer through a search engine’s
or a social media platform’s
review feature?

Firm B
BAKER BOTTS
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Encouraging Clients to Post Positive Reviews
Facts:
•
•
•
•

Search engine users can review law firms and lawyers.

Users can post a “star” rating of the lawyer and make comments that other
users can see.

By searching a lawyer’s name, users can see a lawyer’s aggregate star rating
as well as individual comments and ratings.
The lawyer:

– has no control over the search engine;

– wants a favorable star rating and positive comments;

– asks current and former clients to leave positive comments and favorable star
ratings; and

– does not pay or provide anything of value in exchange for positive comments
and favorable star ratings.
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Encouraging Clients to Post Positive Reviews
Answer:
•
•

“[A] Texas lawyer may ask current and former clients to post favorable star
ratings and online reviews about the lawyer.”

“The lawyer must not, however, encourage anyone to make false or
misleading statements or statements that the person has no factual basis for
making.”
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Encouraging Clients to Post Positive Reviews
•

•

It is an open issue “whether a lawyer has an affirmative duty to monitor
websites, social media platforms, or similar sites for false, misleading, or
unfounded statements.”
However, “[i]f a lawyer becomes aware that a client posted a favorable
review that is false, misleading, or unfounded, the lawyer should take
reasonable steps to see that the statement is corrected or removed.”
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Encouraging Clients to Post Positive Reviews
•

•

If the lawyer controls the content of the website or platform, the lawyer
must either encourage the author to correct the statements or to remove
the statements entirely.

If the lawyer does not control the website or platform and cannot remove
the statements, the lawyer should:
– address the matter with the author of the review (i.e., the client);

– consider asking the platform administrator about removing or revising the
review; or
– consider making a curative comment on the platform.*

*Because the lawyer’s duty to maintain client confidentiality under Rule 1.05 still applies, any
communications with the administrator or lawyer-initiated curative statements must satisfy Rule 1.05.
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Encouraging Clients to Post Positive Reviews
Rationale

•
•
•
•

•
•
•

The Opinion is limited to current and former clients.

The Rules do not expressly bar requests for search engine or social media
reviews.

Lawyers cannot sponsor or make any communications that are false or
misleading. Rule 7.02(a).

That rule “governs all communications about a lawyer's services, including
advertisements regulated by Rule 7.04 and solicitation communications
regulated by Rules 7.03 and 7.05.” Comment 2 to Rule 7.02.
“Whatever means are used to make known a lawyer’s services, statements
about them must be truthful and nondeceptive.” Id.

Lawyers shall not “engage in conduct involving dishonesty, fraud, deceit or
misrepresentation.” Rule 8.04(a)(3).
Ethics committees from DC and Connecticut have addressed similar issues.

BAKER BOTTS

22

Encouraging Clients to Post Positive Reviews
The Opinion does not address:
-

broader implications of social media on the practice of law;

-

whether a lawyer must monitor websites, social media platforms, or similar
sites for false, misleading, or unfounded statements.

-

whether a lawyer can encourage non-clients (e.g., vendors, employees, or a
lawyer’s friends and family) to post reviews or favorable star ratings; or
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ISSUE #3

RESPONDING TO
NEGATIVE CLIENT REVIEWS

Responding to Negative Client Reviews
Question:

By: Emily Flake, The New Yorker

May a lawyer respond publicly to a former client’s adverse comments on the
internet? If so, what information may the lawyer disclose?
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Responding to Negative Client Reviews
Facts:
•
•
•

Former client posted negative comments about a lawyer on an internet
review site.
The lawyer believes that the client’s comments are false.

The lawyer wants to post a public response that reveals only enough
information to rebut the allegedly false statements.
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Responding to Negative Client Reviews
•

•

A lawyer may not publish a response to a former client’s negative review on
the internet if the response reveals any confidential information, i.e.,
information protected by the lawyer-client privilege, or otherwise relating to
a client or furnished by the client, or acquired by the lawyer during the
course of or by reason of the representation of the client.

The lawyer may post a proportional and restrained response that does not
reveal any confidential information or otherwise violate the Rules.
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Responding to Negative Client Reviews
Rationale
•

Rule 1.05 defines the scope and extent of a lawyer’s duty of confidentiality.

•

A lawyer may not publicly reveal a former client’s confidential information
unless expressly permitted by an exception stated in Rule 1.05.

•

– “Confidential information” includes confidential information protected by the
lawyer-client privilege as well as “all information relating to a client or furnished
by the client, other than privileged information, acquired by the lawyer during the
course of or by reason of the representation of the client.” Rule 1.05(a).

However, none of those exceptions allows a lawyer to reveal information in a
public forum in response to a former client’s negative review.
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Responding to Negative Client Reviews
Rationale (cont’d)
•

•

The lawyer may post a response to a former client’s negative review so long
as the response is proportional and restrained and does not reveal
confidential information or violate any other provision of the Rules.
The CLE indicates that lawyers can still seek judicial relief against former
clients who commit defamation or other actionable misconduct through an
internet publication.
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Responding to Negative Client Reviews: Applied
Lawyer A represents Client Z in a difficult, contentious divorce case. When the
case settles, Lawyer A closes the file. Lawyer A later discovers that Client Z has
posted this review on a website:

“Lawyer A is awful and I cannot recommend her. She told me my ex
wouldn’t get visitation rights but my terrible ex (who everyone knows
should not be around children) still gets the kids every other weekend.
She forced me to settle my case even though she previously told me we’d
win at trial. She did so because she knew I was running out of money.
Lawyer A doesn’t care about her clients or their kids; she just wants to
make money off the misery of others.” – Client Z
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Responding to Negative Client Reviews: Applied
Lawyer A wants to post one of these responses. Is any one permissible?

A. “I never said that your ex would not get visitation rights, or that we would win at
trial. Under the circumstances, I got you the best possible outcome you could have
expected. You told me you chose to settle because you were worried about the cost
of going to trial. You are now dealing with the consequences of your own choice, not
any poor performance by me ”
B. “Because our ethics rules prevent me from revealing any client confidences publicly,
I’m not comfortable discussing these matters in this forum. But for the record, I don’t
believe that your post presents a fair and accurate picture of the events you
describe.”

C. “I’m sorry that you’re unhappy with the outcome of your case, but I’m more than
willing to discuss any issues you have with my representation privately.”
D. “Everything you said here is false. You were uncooperative throughout and changed
your story and your mind frequently. You complained about my bills constantly, and
even though I got a great result for you, you attack me online hoping that you won’t
have to pay me the money you still owe me. Well, it won’t work.”
BAKER BOTTS
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Responding to Negative Client Reviews: Applied
Lawyer A wants to post one of these responses. Is any one permissible?

A. “I never said that your ex would not get visitation rights, or that we would win at
trial. Under the circumstances, I got you the best possible outcome you could have
expected. You told me you chose to settle because you were worried about the cost
of going to trial. You are now dealing with the consequences of your own choice, not
any poor performance by me ”
B. “Because our ethics rules prevent me from revealing any client confidences publicly,
I’m not comfortable discussing these matters in this forum. But for the record, I don’t
believe that your post presents a fair and accurate picture of the events you
describe.”

C. “I’m sorry that you’re unhappy with the outcome of your case, but I’m more than
willing to discuss any issues you have with my representation privately.”

D. “Everything you said here is false. You were uncooperative throughout and changed
your story and your mind frequently. You complained about my bills constantly, and
even though I got a great result for you, you attack me online hoping that you won’t
have to pay me the money you still owe me. Well, it won’t work.”
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32

ISSUE #4

SOCIAL MEDIA CONSULTATIONS

Social Media Consultations
•
•
•

•

Judges are not permitted to join.

The site allows attorneys to connect with one another, to privately seek
guidance and advice from other attorneys, and to exchange ideas and
information.
One day, each of the lawyers posted a message to the group.
None of their clients authorized or approved these posts.

Robdobi.com

•

Lawyers A, B, and C all belong to a closed group on a social media site open
only to Texas lawyers.
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Social Media Consultations
“I’m a family law attorney and
I represent a father in a
divorce case. He struggled
with
alcohol
and
drug
addiction for many years, but
successfully
completed
treatment about a year
ago. I’ve represented in court
filings that he’s clean and
sober and is no risk to the
children. I learned today,
however,
that
he
has
relapsed.
Do I need to
disclose this to the court or
opposing counsel?
Can I
continue to claim that he is
sober? The case is in Dallas
County, if that makes a
difference.”

- Lawyer A
BAKER BOTTS

“I have a niche practice in a
highly-specialized area of
the law, and I’ve just been
retained by a major airline
based near my office. I’ve
never dealt with a large legal
department
like
this
before.
Any advice from
someone
who
has
experience
representing
airline clients and dealing
with their in-house lawyers?”

- Lawyer B

“I represent a local car
dealership in their efforts to
relocate and expand the
business.
Yesterday, my
client’s owner was privately
approached by the owner of
the property next door to see
if she was interested in
purchasing it. The only catch
is the seller wants to close
quickly or he will be forced to
put it on the open market. My
client
is
eager
to
purchase. Can anyone give me
some guidance on drafting the
purchase
documents
to
protect my client against any
environmental problems with
the property?”

- Lawyer C
35

Social Media Consultations
“I’m a family law attorney and
I represent a father in a
divorce case. He struggled
with
alcohol
and
drug
addiction for many years, but
successfully
completed
treatment about a year
ago. I’ve represented in court
filings that he’s clean and
sober and is no risk to the
children. I learned today,
however,
that
he
has
relapsed.
Do I need to
disclose this to the court or
opposing counsel?
Can I
continue to claim that he is
sober? The case is in Dallas
County, if that makes a
difference.” - Lawyer A

NO
VIOLATION
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“I have a niche practice in a
highly-specialized area of
the law, and I’ve just been
retained by a major airline
based near my office. I’ve
never dealt with a large legal
department
like
this
before.
Any advice from
someone
who
has
experience
representing
airline clients and dealing
with their in-house lawyers?”
- Lawyer B

VIOLATION

“I represent a local car
dealership in their efforts to
relocate and expand the
business.
Yesterday, my
client’s owner was privately
approached by the owner of
the property next door to see
if she was interested in
purchasing it. The only catch
is the seller wants to close
quickly or he will be forced to
put it on the open market. My
client
is
eager
to
purchase. Can anyone give me
some guidance on drafting the
purchase
documents
to
protect my client against any
environmental problems with
the property?” – Lawyer C
NEED MORE
INFO
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Social Media Consultations
Rationale

•
•
•

Attorneys frequently discuss current and past cases with one another in
informal settings, and now, in online settings.
Rule 1.05 guides the response to the issue of informal, online consultations.

Attorneys must ensure that their online discussions do not reveal any
confidential client information. With respect to sharing information
regarding past or existing clients online.
– A lawyer can reveal a limited amount of unprivileged confidential
information to lawyers outside the inquiring lawyer’s law firm, without the
client’s express consent, when the inquiring lawyer reasonably believes that the
revelation will further the representation by obtaining the responding lawyers’
experience or expertise for the benefit of the client, and when it is not
reasonably foreseeable that the revelation will prejudice the client. CLE Opinion
673 (discussing Rules 1.05(d)(1) and (2)).
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Social Media Consultations
“I’m a family law attorney and
I represent a father in a
divorce case. He struggled
with
alcohol
and
drug
addiction for many years, but
successfully
completed
treatment about a year
ago. I’ve represented in court
filings that he’s clean and
sober and is no risk to the
children. I learned today,
however,
that
he
has
relapsed.
Do I need to
disclose this to the court or
opposing counsel?
Can I
continue to claim that he is
sober? The case is in Dallas
County, if that makes a
difference.”

Did Lawyer A’s post reveal enough information that
someone could figure out who his client is?
Probably not.

- Lawyer A
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Social Media Consultations
“I have a niche practice in a
highly-specialized area of
the law, and I’ve just been
retained by a major airline
based near my office. I’ve
never dealt with a large legal
department like this
before. Any advice from
someone who has
experience representing
airline clients and dealing
with their in-house lawyers?”

Did Lawyer B’s post reveal enough information that
someone could figure out who his client is?
Probably yes.

- Lawyer B
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Social Media Consultations
“I represent a local car
dealership in their efforts to
relocate and expand the
business. Yesterday, my
client’s owner was privately
approached by the owner of
the property next door to see
if she was interested in
purchasing it. The only catch
is the seller wants to close
quickly or he will be forced to
put it on the open market. My
client is eager to
purchase. Can anyone give me
some guidance on drafting the
purchase documents to
protect my client against any
environmental problems with
the property?”
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- Lawyer C

Did Lawyer C’s post reveal enough information that
someone could figure out who his client is?
We need more information.
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ISSUE #5:

RULE 202 DEPOSITIONS

Rule 202 Depositions
• Texas Rule of Civil Procedure 202 provides for depositions before
suits or to investigate claims.
• A court cannot order a Rule 202 deposition unless that court has
personal jurisdiction over a potential defendant.
–

BAKER BOTTS

In re Doe, 444 S.W.3d 603, 609-11 (Tex. 2014) (trial court could not order Google to attend
deposition for purposes of disclosing anonymous blogger’s identity).
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Rule 202 Depositions
Question:

By: Peter Steiner, The New Yorker

May a lawyer, individually or through an agent, anonymously contact an alleged
anonymous defamer to obtain jurisdictional information sufficient for obtaining
a Rule 202 deposition?
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Rule 202 Depositions
Facts:
•
•
•
•

anonymous party has defamed or harassed client online;
client wants to sue the anonymous party;

lawyer needs jurisdictional information about that party before seeking a
Rule 202 deposition; and

lawyer wants to anonymously contact the anonymous party to get the
necessary jurisdictional information (either directly or through an agent).
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Rule 202 Depositions
Answer:

No. Lawyers and their agents may not anonymously contact an anonymous
online individual to obtain jurisdictional or identifying information sufficient for
obtaining a Rule 202 deposition.
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Rule 202 Depositions
Rationale

•
•

•

Alleged defamers must have sufficient contacts with Texas for personal
jurisdiction.

The CLE is concerned with the propriety of attorneys (and agents)
anonymously seeking to get identifying or jurisdictional info from an
anonymous individual.
Lawyers:

– must avoid making material misrepresentations to third parties and engaging in
conduct invoking dishonesty, fraud, deceit, or misrepresentation. Rule 4.01(a);
Rule 8.04(a)(3).

– shall not state or imply disinterest and when lawyer knows or reasonably should
know that an unrepresented person misunderstands the lawyers role in the
matter, lawyer should make reasonable efforts to correct that misunderstanding.
Rule 4.03.
– are subject to discipline for encouraging, ordering, or permitting conduct by
agent that would violate the rules if done by the lawyer. Rule 5.03.
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Rule 202 Depositions
Rationale (cont’d)

•

•

Jurisdictions disagree about whether a lawyer has to disclose why they are
requesting someone on LinkedIn or Facebook (i.e., the lawyer’s affiliation
with the case and the lawyer’s reason for the request).

The CLE analogizes its rationale for the Rule 202 question by appearing to
side with the jurisdictions that require disclosure for those social media
requests.
– The CLE advises that: “[f]ailure by attorneys and those acting as their agents to
reveal their identities when engaging in online investigations, even for the
limited purpose of obtaining identifying or jurisdictional information, can
constitute misrepresentation, dishonest, deceit, or the omission of a
material fact.”
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ISSUE #6:

E-MAIL WIRE FRAUD

E-mail Wire Fraud
•

That comment tracks Paragraph 8 of the comment to ABA Rule 1.1 on
Competence.

jklossner.com

•

For Texas lawyers, maintaining proficiency and competence in the practice
of law now includes knowing “the benefits and risks associated with
relevant technology.” Paragraph 8 of Rule 1.01.
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E-mail Wire Fraud
Typical fact pattern:
•
•

compromised e-mail account from one or more parties to a real estate or
commercial transaction;
Scammer

– assumes the identity of a party to the transaction and uses an email address that
appears to be from the legitimate sender;
– provides wire instructions or changes a previous wire transfer request;
– (sometimes) may even change the transaction details;

– emphasizes that "time is of the essence," and that this matter is "urgent”;

•
•

Attorney wires money for the closing to the scammer's account; and

Actual party expecting the funds asks the attorney what happened to those
funds
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E-mail Wire Fraud
•

Because the closing cannot take place, damages begin to accrue for the
failed transaction and a claim for the loss of the client’s funds
– Actual damages

– Attorney’s fees and costs

•

Depending on the nature of the scam, the funds placed into an attorney's
client trust account can be fraudulent
– If the funds wired from the trust account turn out to be fraudulent, the attorney
has withdrawn other client's or clients' funds from the trust account.

– The attorney may be exposed to professional liability claims by those clients for
the missing funds.
– The attorney may also face potential disciplinary action for the misuse or
misappropriation of client funds and for not fulfilling the attorney’s duty of
competence.
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E-mail Wire Fraud: Immediate Steps
•
•

Act immediately to identify the scammers and try to recover any of the
funds.

Immediately call affected clients, parties, and financial institutions involved
in the transaction.
– Sometimes, banks have successfully blocked or recovered some or all of the
wired funds.

•
•

Contact both the local police and the FBI.

Report the incident to the Internet Crime Complaint Center (IC3).

– IC3 is the FBI's central repository for the collection of Internet crime complaints:
https://www.ic3.gov/default.aspx
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E-mail Wire Fraud: Next Steps
•
•
•
•
•
•
•
•

Be skeptical

Employ second-factor authentication via telephone calls prior to wiring
funds
Be wary of last minute changes in business practices
Utilize email security measures
Use computer security experts

Train all employees including firm administrators
Other risk management techniques
Conduct coverage check
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Questions?
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