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• Some common ways that working remotely could raise 
ethical issues:
− Unsecured home networks

− Access to files left on the kitchen table

− Phone conversations that are easily overheard

− Ubiquity of voice-activated smart devices

• Increasing use of the cloud for data storage and 
functions

Introduction and Overview
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• Example – PA Bar Ass’n Committee on Legal Ethics and 
Professional Responsibility, Formal Opinion 2020-300

• Addresses issues of legal ethics relating to remote 
practice
− “[N]o Pennsylvania Rule of Professional Conduct specifically 

addresses the ethical obligations of attorneys working remotely”

− But, based on previous opinions on cloud computing and virtual 
offices, the duty of technological competence “requires 
attorneys to understand the general risks and benefits of 
technology, including the electronic transmission of confidential 
and sensitive data, and cybersecurity, and to take reasonable 
precautions to comply with this duty” (emphasis added)

PA Ethics Opinion
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• Ethical obligations not suspended during a disaster, 
including cyber attacks, data breaches, etc.

• E.g., continue to provide competent and diligent 
representation, communicate relevant information, 
maintain client confidences, etc.

• To be sure, it will be more difficult – but ethics are not 
always easy

When Disaster Strikes
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• Model Rule* 5.5 addresses the unauthorized practice of 
law:
− A lawyer who isn’t admitted in a state cannot “establish an 

office or other systematic and continuous presence . . . for the 
practice of law” in that state

− Protecting consumers vs. protectionism

• But:
− Attorneys may provide out-of-jurisdiction legal services “on a 

temporary basis” basis that are “reasonably related to the 
lawyer’s practice” in their state of licensure

− Yielding to developments in technology, culture, and, of course, 
the pandemic

* In this presentation, we rely on the ABA Model Rules of Professional Conduct. State 
rules of professional conduct may and likely do differ.

Model Rule 5.5
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• This issue arises for those who live across a state line 
from where they work, or who may “want” to work while 
on vacation or from a remote location

• What is temporary?
− Telecommuting seems okay

− But we are almost a year into working-from-home

− Would COVID-19 – extreme and unusual circumstances – be a 
defense to any disciplinary proceeding initiated under state 
Model Rule 5.5 requirements?

“Temporarily” Practicing Law from a Different State
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• Example – DC Court of Appeals Committee on 
Unauthorized Practice of Law, Opinion 24-20

• An attorney who is not a member of the DC bar may 
practice law from the attorney’s residence in DC under 
the “incidental and temporary practice” exception to the 
rule requiring lawyers to be barred in DC, if the attorney:
− is practicing from home due to the COVID-19 pandemic,

− maintains a law office in a jurisdiction where the attorney is 
admitted to practice,

− avoids using a DC address in any business document or 
otherwise holding out as authorized to practice law in DC, and

− does not regularly conduct in-person meetings with clients or 
third parties in DC

DC Ethics Opinion
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• Example – FL Bar Standing Committee on Unauthorized 
Practice of Law, Proposed Advisory Opinion FAO #2019-4

• Proposes to find that a lawyer living and working in FL 
for a NJ law firm with no offices in FL isn’t engaged in 
the unauthorized practice of law if solely practicing 
federal intellectual property matters (the lawyer’s 
specialty), and not FL law, and without having or 
creating a public presence or profile in FL as an attorney

• Subject to review by FL Supreme Court

FL Ethics Opinion
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• Example – IL State Bar Ass’n Professional Conduct 
Advisory Opinion, Opinion No. 12-09

• “‘Systematic and continuous’ presence includes both 
physical and virtual presence”

• So, a “virtual office” established out of state but used to 
attract clients in Illinois would establish a “systematic 
and continuous presence” and result in the unauthorized 
practice of law in Illinois

IL Ethics Opinion
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• Example – ABA Standing Committee on Ethics and 
Professional Responsibility, Formal Opinion 495, 
“Lawyers Working Remotely” (Dec. 16, 2020)
− “in the absence of a local jurisdiction’s finding that the activity 

constitutes the unauthorized practice of law, a lawyer may 
practice the law authorized by the lawyer’s licensing jurisdiction 
for clients of that jurisdiction, while physically located in a 
jurisdiction where the lawyer is not licensed if the lawyer does 
not hold out the lawyer’s presence or availability to perform 
legal services in the local jurisdiction or actually provide legal 
services for matters subject to the local jurisdiction, unless 
otherwise authorized”

− “the lawyer is for all intents and purposes invisible as a lawyer
to a local jurisdiction where the lawyer is physically located, 
but not licensed”

ABA Ethics Opinion
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• ABA Formal Opinion 495 (cont’d)

• The lawyer must not:
− advertise or otherwise hold out as having an office in the local 

jurisdiction

− provide or offer to provide legal services in the local jurisdiction

− have “local contact information on websites, letterhead, 
business cards, advertising, or the like”

• N.B.: If the local jurisdiction prohibits it (“by statute, 
rule, case law, or opinion”), then you cannot practice law 
in the jurisdiction without a license

ABA Ethics Opinion (cont’d)
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• Example – New York County Lawyers Ass’n, Committee 
on Professional Ethics, Opinion No. 754

• A law firm with a physical office in New York may have 
its entire staff work remotely

• The duty to protect the confidentiality of client 
information requires:
− Secure transmission of information

− Procedures to secure and back-up confidential information 
stored on electronic devices and in the cloud

− Periodic testing of such procedures

− Appropriately designed remote workspaces to mitigate the risk 
of an inadvertent disclosure of confidential information

− Vetting of remote forms of communication (e.g., video 
conferencing platforms)

NY Ethics Opinion
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• New York County Opinion No. 754 (cont’d)

• The duty of competence requires firm lawyers to 
consider whether remote circumstances require 
adjusting procedures
− E.g., witness preparation, how to present evidence, making 

objections, etc.

NY Ethics Opinion (cont’d)
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• New York County Opinion No. 754 (cont’d)

• The duty of supervision (Rules 5.1 and 5.3) may require 
adjustments in law firm procedures
− How to monitor appropriate use of firm networks for work 

purposes

− How to ensure that remote work does not increase “entry points 
for a data breach”

− How to ensure adherence to firm cybersecurity procedures –
e.g., not using insecure networks and storing client data and 
work product appropriately

− How to mitigate inadvertent disclosures as a result of 
distractions at home

− How to achieve effective supervision (e.g., “live” remote 
sessions)

NY Ethics Opinion (cont’d)
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• Some guidance
− Check the rules of the jurisdiction you are licensed in and where 

you are physically located (if working remotely from a different 
state)

− Don’t hold yourself out as licensed to practice law in a state you 
are not licensed in

− Limit legal services to those reasonably related to your practice 
in the state in which you are licensed

− Take appropriate measures to supervise remote work

Some Guidance
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• Model Rule 1.6(c): “A lawyer shall make reasonable 
efforts to prevent the inadvertent or unauthorized 
disclosure of, or unauthorized access to, information 
relating to the representation of the client.”

• Factors to consider in determining “reasonable efforts” 
include:
− the sensitivity of the information,

− the likelihood of disclosure if additional safeguards are not 
employed,

− the cost of employing additional safeguards,

− the difficulty of implementing the safeguards, and

− the extent to which the safeguards adversely affect the lawyer’s 
ability to represent clients (e.g., by making a device or 
important piece of software excessively difficult to use)

Model Rule 1.6(c)
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• Basic cybersecurity practices – for example:
− email encryption

− multi-factor authentication

− firewalls, anti-virus software

− use of VPN

• The client can also require that “special security 
measures” be taken (Model Rule 1.6, Comment [19])

• Training / testing employees (including lawyers)

• Due diligence on the law firm’s vendors

Basic Cybersecurity Practices
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• Example – PA Bar Ass’n, Committee on Legal Ethics and 
Professional Responsibility, Formal Opinion 2020-300

• “An attorney working from home or another remote 
location is under the same obligations to maintain client 
confidentiality as is the attorney when working within a 
traditional physical office.”

• The lawyer must use “reasonable efforts” to prevent 
unauthorized access to or disclosure of client information
− Depending on the circumstances, this may require “additional 

measures” to prevent unauthorized access or disclosure, such as 
the use of encrypted email, passwords to open attachments, or 
other reasonable precautions to assure that the contents and 
attachments are seen only by authorized persons

− This may also require “reasonable efforts to ensure that 
household residents or visitors” do not have access to files

PA Ethics Opinion
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• PA Formal Opinion 2020-300 (cont’d)

• “Best practices” on confidentiality include:
− Use of a dedicated private area for phone and video calls (and 

no voice-activated smart devices)

− Encryption of email

• Guidance for online security:
− Avoid using public Internet / free WiFi hotspots

− Use virtual private networks (VPNs)

− Use two-factor or multi-factor authentication

− Require the use of strong passwords

− Take steps to ensure that videoconferences are secure (e.g., 
require the use of a password)

− And more

PA Ethics Opinion (cont’d)
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• Example – CA State Bar Standing Committee on 
Professional Responsibility and Conduct, Formal Opinion 
No. 2012-184

• Ethics rules “do not impose greater or different duties 
upon a [virtual law office, or VLO] practitioner operating 
in the cloud than they do upon an attorney practicing in 
a traditional law office”

• But, “special considerations are implicated which require 
specific due diligence on the part of our VLO practitioner”

• The attorney’s “compliance with her duty of 
confidentiality requires that she exercise reasonable due 
diligence both in the selection, and then in the continued 
use, of the VLO vendor”

CA Ethics Opinion
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• CA Formal Opinion No. 2012-184 (cont’d)

• VLO vendor due diligence includes assessing credentials, 
data security measures, protocols for the transfer of 
data, etc.
− And periodic reassessments

• The lawyer is not required to become a “technology 
expert” in order to comply with her duty of 
confidentiality and competence, but the lawyer owes her 
clients a duty to have a “basic understanding of the 
protections afforded by the technology she uses in her 
practice”
− If she “lacks the necessary competence to assess the security of 

the technology, she must seek additional information, or consult 
with someone who possesses the necessary knowledge, such as 
an information technology consultant”

CA Ethics Opinion (cont’d)
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• Model Rule 1.1: “A lawyer shall provide competent 
representation to a client. Competent representation 
requires the legal knowledge, skill, thoroughness and 
preparation reasonably necessary for the 
representation.”
− This duty includes technological competence

• Comment [8]: “To maintain the requisite knowledge and 
skill, a lawyer should keep abreast of changes in the law 
and its practice, including the benefits and risks 
associated with relevant technology, engage in 
continuing study and education and comply with all 
continuing legal education requirements to which the 
lawyer is subject.” (Emphasis added.)

Model Rule 1.1
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• Understanding the risks and benefits of various 
technologies used in the practice of law

• Risks:
− Unauthorized access to client information

− Inadvertent disclosures

− Loss of client data due to failure to backup data

• Benefits:
− Being able to work in today’s technologically advanced world, 

providing efficient legal services to clients

− Continued ability to represent clients while working remotely 
(access to data and files, continued communication with clients, 
courts, and other counsel, etc.)

Risks and Benefits of Technology
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• ABA Standing Committee on Ethics and Professional 
Responsibility, Formal Opinion No. 18-483
− “A data breach for the purposes of this opinion means a data 

event where material client confidential information is 
misappropriated, destroyed or otherwise compromised, or 
where a lawyer’s ability to perform the legal services for which 
the lawyer is hired is significantly impaired by the episode.” 
(Emphasis added.)

• The duty of technological competence includes the 
obligation to monitor for a data breach
− Use “reasonable efforts” to monitor the technology and office 

resources connected to the Internet, external data sources, and 
external vendors

ABA Ethics Opinion
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• ABA Formal Opinion No. 18-483 (cont’d)

• The duty of technological competence also includes the 
obligation to promptly stop the breach and mitigate 
damages
− A “best practice” is to have an incident response plan

• The lawyer also must determine what happened
− E.g., what electronic files were access and what data exfiltrated

− Allows for an accurate disclosure (if necessary) to the client

ABA Ethics Opinion (cont’d)
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• Example – PA Bar Ass’n, Committee on Legal Ethics and 
Professional Responsibility, Formal Opinion 2020-300

• Lawyers “must evaluate, obtain, and utilize the 
technology necessary to assure that their 
communications remain confidential”

PA Ethics Opinion
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• Example – CA State Bar Standing Committee on 
Professional Responsibility and Conduct, Formal Opinion 
No. 2020-203

• “The duty of competence . . . and the duty to safeguard 
clients’ confidences and secrets . . . require lawyers to 
make reasonable efforts to protect such information from 
unauthorized disclosure or destruction. The threshold 
requirement is for lawyers to have a basic understanding 
of the ‘benefits and risks associated with relevant 
technology.’ . . . This general principle requires lawyers 
to have a basic understanding of the risks posed when 
using a given technology and, if necessary, obtain help 
from appropriate technology experts on assessing those 
risks and taking reasonable steps to prevent data 
breaches which potentially can harm clients.”

CA Ethics Opinion
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• CA Formal Opinion No. 2020-203 (cont’d)

• “Lawyers who use electronic devices which contain 
confidential client information must assess the risks of 
keeping such data on electronic devices and computers, 
and take reasonable steps to secure their electronic 
systems to minimize the risk of unauthorized access.”

• “The threshold obligation to understand the risks is 
satisfied by learning where and how confidential client 
information is vulnerable to unauthorized access. This 
inquiry must be made with respect to each type of 
electronic device or system as they have been or are 
incorporated into the lawyer’s practice.”

CA Ethics Opinion (cont’d)

34



Eversheds Sutherland

• CA Formal Opinion No. 2020-203 (cont’d)

• “Thus, lawyers must understand how their particular use 
of electronic devices and systems pose risks of 
unauthorized access, they must be knowledgeable about 
the options available at any given point in time to 
minimize those risks (including how best to store or 
control access to said information), and they then must 
implement reasonable security measures in light of the 
risks posed.”

CA Ethics Opinion (cont’d)
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• ABA Standing Committee on Ethics and Professional 
Responsibility, Formal Opinion No. 18-483

• Lawyer’s duty to keep client informed
− Model Rule 1.4(a)(3): “A lawyer shall keep the client reasonably 

informed about the status of the matter.”

− Model Rule 1.4(b): “A lawyer shall explain a matter to the 
extent reasonably necessary to permit the client to make 
informed decisions regarding the representation.”

• Thus, the duty to inform clients of a data breach
− Reminder: “A data breach for the purposes of this opinion 

means a data event where material client confidential 
information is misappropriated, destroyed or otherwise 
compromised, or where a lawyer’s ability to perform the legal 
services for which the lawyer is hired is significantly impaired by 
the episode.”

ABA Ethics Opinion
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• ABA Formal Opinion No. 18-483 (cont’d)

• Duty of technological competence requires “reasonable 
efforts” in addressing the potential for inadvertent 
disclosure of confidential client information due to a data 
breach, including the duty to:
− Monitor for data breaches

− Stop the breach and mitigate damages

− Investigate and determine what happened

ABA Ethics Opinion (cont’d)
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• ABA Formal Opinion No. 18-483 (cont’d)

• What must be disclosed?
− “The disclosure must be sufficient to provide enough information 

for the client to make an informed decision as to what to do 
next, if anything.”

− At a minimum, inform client of (actual or reasonably suspected) 
unauthorized access to or disclosure of the client’s information, 
and what was accessed or disclosed (known or reasonably 
ascertainable)

− Inform the client of the lawyer’s plan to respond to the data 
breach, from efforts to recover information (if feasible) to steps 
being taken to increase data security

• Continuing duty to keep clients reasonably apprised of 
material developments in post-breach investigations 
affecting the clients’ information

ABA Ethics Opinion (cont’d)
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• ABA Formal Opinion No. 18-483 (cont’d)

• ABA Standing Committee did not, “as a matter of legal 
ethics,” extend the duty to inform a former client of a 
data breach
− But, “as a matter of best practices, lawyers are encouraged to 

reach agreement with clients before conclusion, or at the 
termination, of the relationship about how to handle the client’s 
electronic information that is in the lawyer’s possession”

ABA Ethics Opinion (cont’d)
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• N.B.: The foregoing obligations are the ABA Standing 
Committee’s views of what is required as a matter of 
legal ethics – you may also have obligations under state 
privacy and related laws, as well as contractual 
obligations

ABA Ethics Opinion (cont’d)
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• Example – CA State Bar Standing Committee on 
Professional Responsibility and Conduct, Formal Opinion 
No. 2020-203

• “In the event of a breach, lawyers have an obligation to 
conduct a reasonable inquiry to determine the extent 
and consequences of the breach and to notify any client 
whose interests have a reasonable possibility of being 
negatively impacted by the breach.” (Emphasis 
added.)

CA Ethics Opinion
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• CA Formal Opinion No. 2020-203 (cont’d)

• Duty to keep client reasonably informed about significant 
developments relating to the attorney’s representation of 
the client

• Agrees with relevant authorities that “the 
misappropriation, destruction, or compromising of 
confidential client information, or a cyber breach that has 
significantly impaired the lawyer’s ability to provide legal 
services to clients, is a ‘significant development’ that 
must be communicated to the client”

CA Ethics Opinion (cont’d)
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• CA Formal Opinion No. 2020-203 (cont’d)

• Not all events or instances of unauthorized access 
amount to a data breach that must be disclosed
− Need to investigate, ascertain the facts, and determine whether 

to disclose

− “The key principle . . . in considering whether the event rises to 
the level of a data breach, is whether the client’s interests have 
a ‘reasonable possibility of being negatively impacted.’” (Citing 
ABA Formal Opinion No. 18-483.)

CA Ethics Opinion (cont’d)
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• CA Formal Opinion No. 2020-203 (cont’d)

• When and what must be disclosed?
− Immediate disclosure / notification not always best – need to 

ascertain what information has been compromised

− But, consider the extent to which early disclosure is necessary 
to mitigate the damage (e.g., change passwords)

− Key is providing information that would allow the client to make 
informed decisions (citing Rule 1.4(b))

CA Ethics Opinion (cont’d)
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• Password maintenance
− Change the default password on devices

− Use strong passwords

• Secure personal devices
− Lock screen after a short period of time (phones, laptops, etc.)

• Remote access to the firm’s or company’s network
− Two-factor or multi-factor authentication

− Avoid use of unsecure WiFi systems

− Use of Citrix, VPN

− Limit downloads to home computers

Some Practical Guidance
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• Update computer systems
− Use appropriate firewalls and anti-malware software

− Routinely back-up data stored remotely

• Law firm / office protocols
− Use written work-from-home protocols that specifies procedures 

to safeguard confidential information and other data

− Mandatory – and periodic – training of lawyers and staff

• No home / family privilege
− Limit viewing of your computer screen

− Put documents in drawer, folders

− Be mindful of others overhearing your client calls

− N.B. Smart speakers are always on . . . and listening!

Some Practical Guidance (cont’d)
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• Ransomware – to pay or not to pay?

Some Practical Guidance (cont’d)
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Questions?
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Thank you !

Daniel E. Frank
202.383.0838
DanielFrank@eversheds-sutherland.com

Michael Bahar
202.383.0882
MichaelBahar@eversheds-sutherland.com
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