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Looking Ahead: Remote Court 
Proceedings & What All Lawyers Must 
Consider About Cybersecurity and 
Ethical Issues 



How to Navigate Issues in the New Zoom World?

 Problem: disclosure by production or use/inadvertent disclosure
 Consequence: Trade Secrets can be lost, Attorney Client Privilege waived

Privilege Issues -- How to protect documents, data, testimony

Cybersecurity -- is now critical for both Zoom proceedings and Court filings

 Result: Court orders on HSDs - "Highly Sensitive Documents" -- US Court Admin. Office

Federal Courts spotted the issue: DOJ/Us Courts Hacking incidents in January 2021

Ethics -- How to handle Zoom Depositions, Hearings and Jury trials 
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Recent breaches leave sensitive information in 
court databases vulnerable
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Courts enact extra safeguards to protect 
highly sensitive information 

 On January 6, 2021, the Administrative Office of the US Courts issued an order 
adding new security procedures when filing highly sensitive confidential 
documents (HSDs) with federal courts

 Each court may adopt their own orders
 Not every court's definition of "HSD" is the same, so check each court 
 HSDs generally include: information that could harm national security, 

including extremely sensitive commercial information likely to be of interest 
to foreign powers

 HSDs generally do not include: most sealed documents in civil cases
 But, trade secrets are included under some recent orders, including SDTX, 

NDTX, and EDTX
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Considerations when filing highly sensitive 
information

Regardless of any heightened rules, orders or legislation, be 
aware of cybersecurity issues in the court system and keep them 
in mind when determining whether to electronically file 
documents containing personal, confidential or "highly sensitive" 
information with the court.

The new procedures will not change current policies regarding 
public access to court records, since sealed records are 
confidential and currently are not available to the public
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Considerations when using highly sensitive 
information during litigation

 Restrict who has access to the documents 
 Acknowledgements confirming receipt of the order

Negotiation of strong Protective / Confidentiality Order from the outset

 Secure sharing of exhibits with counsel, witnesses, court reporters 
 Destroy / delete any electronic documents received
 Confirm any inadvertent sharing of privileged/sensitive documents and/or communications 

(e.g., a virtual break-out room) do not waive the protections

Stipulate to deposition, hearing, trial protocols that maintain and protect confidential information 
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Consequences for failing to preserve 
privileged / trade secret information 

Waiver of privilege, loss of trade secrets, inability to keep records sealed, and economic impact to 
the business for disclosure of information to the public
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Remote Court Proceedings - Cyber Risk 

 $325 Million in 2015 
 $6 Trillion by 2021

High Cost of Cybersecurity Incidents 

 Solar Winds Breach
 Impacted PACER
 New Procedures for HSD (Highly Sensitive Data)

 May 2020 Texas Court System Ransomware Event
 Singapore Nov. 2018 Breach causing Criminal Justice Systems fail
 City of Atlanta Ransomeware event 

Increase in Court/Government related Incidents
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Attorneys as Fiduciary

SAFE and CONFIDENTIAL

 Duty of Full Disclosure
 Duty of Loyalty
 Duty to Avoid Conflicts of Interest
 All documents and Client information must be kept

The ethical rules for Attorneys requires: 
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Attorneys as Fiduciary 

More and More States are adding CLE requirements for Attorneys to be proficient 
in Technology:

Texas, California, Minnesota

Means more than just knowing how to use Technology

Security measures Security Risks

11



Passwords, Passwords, Passwords

Strong Passwords are the first line of Defense

At least 12-16 Characters long

Change Frequently (every 90 days)

Something you can remember but not easily guessed

Different Passwords for different types of Data 
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Passwords, Passwords, Passwords 

What should be password protected?

Computer Cloud Storage Thumbdrives Any other 
external Media 

Password 
Protect important 

documents 
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Investigate Data Security 

 Court
 Law firm
 3rd Party 

Who owns/controls the storage locations? 

Who has access?

How is data stored?
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Investigate Data Security

 Insurance
 Data Security Agreements

If there is an incident, what recourse is available?

 Privilege
 Trade Secrets
 PII or PHI

Can the damage be undone?
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Social Media and Jury Selection
Ethical Considerations

Uses and Benefits

 Duties to Clients: Competence and Diligence
 Ex Parte Communications and Juror Privacy

Competing Interests

ABA and State-Specific Rules

Court Decisions and Guidance

Implications of Getting This Wrong
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Potential Insight from Social Media Research

Political views, 
causes, and 
affiliations

Lifestyle, hobbies, 
and interests

Commentary and 
opinions

Educational 
background

Personal 
connections and 

group membership

Check-ins / event 
attendance

Relationship status
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What Ethical Issues Does This Raise?

ABA Model Rules 1.1 & 1.3: Competence and Diligence

ABA Model Rule 3.5: Prohibits Ex Parte Communications with Jurors

State Guidance

ABA Formal Opinion 466: Lawyer Reviewing Jurors' Internet Presence (2014)

Serious Implications of Failure to Comply
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"I'm Not A Cat"
Tales from a virtual courtroom
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Ethical Considerations for Presenting a case 
remotely

"A lawyer shall provide competent representation to a client. Competent representation requires the legal 
knowledge, skill, thoroughness and preparation reasonably necessary for the representation."
ABA Model Rules of Professional Conduct, 1.1.

Duty of Competence

2012 Comment on maintaining technology competence

[8] To maintain the requisite knowledge and skill, a lawyer should keep abreast of changes in the law and its 
practice, including the benefits and risks associated with relevant technology, engage in continuing study and 
education and comply with all continuing legal education requirements to which the lawyer is subject.

Maintaining Competence
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Technology developments and trying a case 
remotely

Technology is paramount
 All of the same ethical rules apply! If necessary, use your technology to 

ensure compliance
 Meet with your IT team well in advance and tell them what you'd like
 Plan ahead—both for you and your witnesses
 Think critically how your technology choices impact your presentation
 Practice, practice, practice
 Build redundancies
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How advocacy is different in a remote setting

Be as formal as possible

 Think about the medium: You are working with as small as a 12 
inch screen, and you may have only 1 or 2 of those inches

 You are always on
 Preparation, standing, eye contact, podium, gestures, shorter 

questions, impeachment techniques

Witness control tips for remote cross examination

Interactions with court staff, clerks, court reporters—practice sessions
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Questions
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