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FREQUENTLY ASKED QUESTIONS

1. What are trade secrets?
2. What practical steps can be taken to safeguard trade secrets and protect them 

from misappropriation?
3. How can a trade secret be safely shared?
4. How should one investigate potential misappropriation or breaches of 

confidentiality?
5. What are best practices to mitigate the impacts of a misappropriation?
6. If all else fails, how does one pursue litigation to enforce trade secret rights?



WHAT ARE TRADE 
SECRETS?
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WHAT IS A TRADE SECRET?

A trade secret is: 
1. any information
2. that is secret, 
3. derives independent economic value from that secrecy, 
4. and is the subject of reasonable measures to maintain its secrecy 
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SOME EXAMPLES



6

HOW CAN YOUR BUSINESS IDENTIFY ITS TRADE SECRETS?

• Ask questions

• Identify the information that your business keeps confidential

• Determine what confidential information has value by virtue of its 
confidentiality

• Involve an attorney in the process to keep the investigation privileged
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WHAT QUESTIONS SHOULD YOU ASK?

QUESTIONS TO IDENTIFY CONFIDENTIAL INFORMATION:
• What information would be valuable if it was known by a competitor?
• Is there “positive” information about how to make a good or perform a service that gives us 

a competitive advantage?
• Is there “negative” information that we have learned through failures?

QUESTIONS ABOUT MAINTENANCE OF CONFIDENTIALITY:
• What are our current procedures for protecting the confidentiality of this information?
• Where is our confidential information stored?
• Who in the company has access to those storage locations?
• Is everyone who has access to the confidential information subject to obligations of 

confidentiality?
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WHAT QUESTIONS SHOULD YOU ASK?
QUESTIONS ABOUT VALUE:
• How valuable is the confidential information to the company? 
• How much did the company invest to develop the information? 
• How much does the information contribute to the company’s revenues and profits? 
• In what ways would the disclosure of the information harm the company? 
• What do you think a competitor would pay for a license to the information? 
• Could a competitor reverse engineer or otherwise discover the information from publicly 

available materials? If so, how long would it take them?

QUESTIONS ABOUT SAFEGUARDING:
• Do you know of any threats to the confidentiality of the information? 
• Do you know of anyone who has left the company and gone to work for a competitor?
• Who outside the company is this information shared with, if at all, and under what 

obligations of confidentiality?
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WHAT TYPES OF TRADE SECRETS MIGHT YOU FIND?

• Finance: market analyses, prerelease financial information, cost and expense information, 
and business plans

• HR: salary and bonus information, and interview questionnaires

• Sales: customer lists, customer preferences, supply information, and distribution and 
shipping information 

• Marketing: pricing information, product release dates, and advertising plans.

• Engineering: formulas, source code, methods, prototypes, experiments, experimental 
results (successes and failures), engineering specifications, laboratory notebooks, and 
recipes

• Manufacturing: processes, components, production schedules, and suppliers



WHAT PRACTICAL STEPS 
CAN BE TAKEN TO 
SAFEGUARD TRADE SECRETS 
AND PROTECT THEM FROM 
MISAPPROPRIATION?
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HOW ARE TRADE SECRETS SAFEGUARDED?

1. Implement careful measures in recruiting, hiring, training, and 
terminating employees

2. Beef up your information security

3. Whenever possible, implement physical security measures

4. ALWAYS, ALWAYS, ALWAYS use agreements to protect trade secrets
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1. RECRUITING, HIRING, TRAINING, AND TERMINATING EMPLOYEES

• Educate incoming (and existing) employees about the importance of 
confidentiality

• Have a written policy on confidential information, either as a part of your 
employee handbook or as a stand-alone policy, for all employees, and have all 
employees acknowledge reading and agreeing to follow those policies

• Use confidentiality and non-disclosure agreements with employees known to 
have access to company confidential information and trade secrets

‒ But include DTSA immunity provisions
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EXAMPLE IMMUNITY NOTICES

Immunity Notice:
• Part one: No individual shall be held criminally or civilly liable under any federal 

or state trade secret law for the disclosure of a trade secret that is made either (x) 
in confidence to a federal, state or local government official, either directly or 
indirectly, or to an attorney, solely for the purpose of reporting or investigating a 
suspected violation of law or (y) in a complaint or other document filed in a 
lawsuit or other proceeding, if such filing is made under seal.

• Part two: An individual who files a lawsuit for retaliation by an employer for 
reporting a suspected violation of law may disclose the trade secret to the 
attorney of the individual and use the trade secret information in the court 
proceeding, if the individual (x) files any document containing the trade secret 
under seal and (y) does not disclose the trade secret, except pursuant to court 
order.
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1. RECRUITING, HIRING, TRAINING, AND TERMINATING EMPLOYEES

• Use the employee termination process to your advantage

‒ Conduct a professional exit interview and memorialize trade secret 
understanding

‒ Ask the employee to sign a termination certificate certifying she will not 
misuse the company’s confidential information

‒ Confirm the return of all company equipment, materials, and documents. 
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2. BEEF UP YOUR INFORMATION SECURITY

• One size does not fit all; a company should implement security measures that are 
proportionate to the value of the information protected
‒ Limit access (physical and electronic) to information to only those who need it
‒ Place “CONFIDENTIAL” legends on documents and files
‒ Implement an information tracking system
‒ Dispose of information properly
‒ Control and log information that must leave the company
‒ Encourage reporting of violations and investigate and punish violators
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3. IMPLEMENT PHYSICAL SECURITY MEASURES

• Limit physical access; use key cards to control and log access

• Restrict confidential information to locations that can be secured

• Divide confidential information into parts and store the parts separately

• Block public access to the company; use dedicated reception areas, fences, 
guards, gates

• Be wary of visitors, supervise them, and require a non-disclosure agreement 
when appropriate
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4. USE AGREEMENTS TO PROTECT TRADE SECRETS

• Confidentiality, Nondisclosure, and Non-Use Agreements

‒ Employees: NDA’s should, at a minimum, contain obligations of confidentiality, 
non-use (except for employee functions), and non-disclosure, an assignment of 
IP, an obligation to return or destroy confidential information on request, and 
an obligation of confidentiality after employment

‒ Outsiders (vendors, potential investors, etc.): many provisions are similar, but 
outside NDA’s should also contain strict non-use provisions, prohibitions on re-
disclosure to agents and employees, and as relationships evolve, the scope of 
the NDA should be revisited
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4. AGREEMENTS TO PROTECT TRADE SECRETS

• Noncompetition Agreements: agreements not to engage in the same type of 
business for a stated time period in the same market as the buyer, partner, or 
employer
‒ Texas enforces them as long as they are “reasonable.” Reasonableness 

generally examines the duration, geography, and subject matter of the 
prohibited competition

• Nonsolicitation Agreements: similar to noncompetes but prohibit the solicitation 
of a former employer’s customers or employees
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BE PROACTIVE!

DO NOT AVOID THE EFFORT REQUIRED TO MAINTAIN SECRECY 

MAKE IT HARD FOR THE WRONGDOER, BUT EASY FOR GOOD 
WORKERS/PARTNERS TO DO WHAT IS RIGHT



HOW CAN A TRADE SECRET 
BE SAFELY SHARED?
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HOW CAN A TRADE SECRET BE SAFELY SHARED?

ALWAYS USE REASONABLE MEASURES UNDER THE 
CIRCUMSTANCES TO ENSURE CONFIDENTIALITY OF YOUR 

TRADE SECRETS

MORE IS MORE
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HOW CAN A TRADE SECRET BE SAFELY SHARED?

• Use NDAs (and other agreements), and revisit the obligations regularly as the 
relationship evolves

• Implement a processes to protect digital and physical information security 
• Carefully log disclosures of confidential information
• Require business partners to maintain heightened information security measures
• Remember to ask for information to be returned or destroyed 
• Educate partners, contractors, and employees about confidentiality and 

information security



HOW SHOULD ONE 
INVESTIGATE POTENTIAL 
MISAPPROPRIATION AND 
BREACHES OF 
CONFIDENTIALITY?



25

HOW SHOULD ONE INVESTIGATE POTENTIAL MISAPPROPRIATION 
AND BREACHES OF CONFIDENTIALITY?

• Act Immediately!
‒ Once a trade secret is disclosed, it may be lost forever
‒ Temporary restraining order or preliminary injunction to maintain the status quo

• Involve legal counsel to direct the investigation
• Preserve information relating to the misappropriation

‒ Preservation memo should be sent when litigation seems reasonably likely. Suspend 
auto-deletion programs and gather both electronic and hard-copy information
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HOW SHOULD ONE INVESTIGATE POTENTIAL MISAPPROPRIATION 
AND BREACHES OF CONFIDENTIALITY?

• Interview witnesses (employees, IT managers, etc.)
• Review the misappropriator’s communications
• Determine the scope of the potential misappropriation
• Ensure the trade secrets are locked down
• Monitor alleged misappropriator’s activities

‒ This could help to obtain evidence, indicate whether the breach was 
accidental, and clarify the extent of the breach



WHAT ARE BEST 
PRACTICES TO MITIGATE 
THE IMPACTS OF 
MISAPPROPRIATION?
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WHAT IS MISAPPROPRIATION?

• Misappropriation is the
‒ acquisition of a trade secret of another by a person who knows or has reason 

to know that the trade secret was acquired by improper means; or
‒ disclosure or use of a trade secret of another without express or implied 

consent by a person who:
o used improper means to acquire knowledge of the trade secret;
o at the time of disclosure or use, knew or had reason to know that the 

knowledge of the trade secret was. . . [improperly acquired]

https://www.law.cornell.edu/definitions/uscode.php?width=840&height=800&iframe=true&def_id=18-USC-1484837652-1439925513&term_occur=999&term_src=title:18:part:I:chapter:90:section:1839
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WHAT ARE BEST PRACTICES TO MITIGATE THE IMPACTS OF A 
MISAPPROPRIATION?

1. Do nothing
a) The compromised trade secret has 

negligible value or limited value for 
only a short period of time

b) There are good business reasons not 
to take action; the value of a key 
customer may outweigh the value of 
the trade secret they 
misappropriated

c) Doing nothing may cause the 
information to lose its status as a 
trade secret and send the wrong 
message to observers
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WHAT ARE BEST PRACTICES TO MITIGATE THE IMPACTS OF A 
MISAPPROPRIATION?

2. Fix the leak
a) Even if the trade secret is not 

important enough to warrant legal 
action, the company should determine
how the information was 
compromised

b) Consider additional security measures 
such as terminating an employee, 
ending a client relationship, or 
separating from a business partner
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WHAT ARE BEST PRACTICES TO MITIGATE THE IMPACTS OF A 
MISAPPROPRIATION?

3. Talk to the alleged misappropriator
a) Approach delicately; this may be a 

simple misunderstanding or harmless 
mistake

b) Make a digital copy of all evidence 
before approaching the suspect
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WHAT ARE BEST PRACTICES TO MITIGATE THE IMPACTS OF A 
MISAPPROPRIATION?

4. Send letters
a) Remind any suspected misappropriator 

of his/her legal and contractual 
obligations regarding confidential 
information

b) State specific concerns of potential or 
actual misappropriation and advise that 
the company will pursue legal remedies

c) Consider informing both the former 
employee and the new employer that 
stolen trade secrets could result in an 
investigation or lawsuit
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WHAT ARE BEST PRACTICES TO MITIGATE THE IMPACTS OF A 
MISAPPROPRIATION?

5. File A Lawsuit
a) Sometimes, a lawsuit is necessary to 

protect trade secrets
b) Consider seeking a temporary 

restraining order or temporary 
injunction quickly after a 
misappropriation is discovered

c) Sue the former employee to control 
the disclosure of the secret; sue the 
new employer if seeking monetary 
damages and to control further 
disclosure
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WHAT ARE THE BEST PRACTICES TO MITIGATE THE IMPACTS OF 
MISAPPROPRIATION?
6. Notify Law Enforcement

a) Leverage government investigative 
resources 

b) The Economic Espionage Act
• Significant criminal penalties 

involving jail time for individuals 
and fines for individuals and 
organizations

c) Tex. Penal Code Ann. § 31.05(b)-(c)
• Third-degree felony to knowingly 

misappropriate trade secrets



IF ALL ELSE FAILS, HOW 
DOES ONE PURSUE 
LITIGATION TO ENFORCE 
TRADE SECRET RIGHTS?
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IN TEXAS, YOU HAVE OPTIONS

• Defend Trade Secrets Act (“DTSA”)
‒ Passed five years ago in 2016; does not preempt 

State Law

‒ Applies extraterritorially in certain cases 

• Texas Uniform Trade Secrets Act
(“TUTSA”)
‒ Statutory framework to replace existing common 

law for cases arising after 2013

• Breach of Contract (e.g., NDA, 
employment agreement, etc.)
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KEY DIFFERENCES BETWEEN DTSA AND TUTSA

• TUTSA expands the UTSA definition to include lists of actual or potential 
customers or suppliers

• Pleading standards may vary
• DTSA includes civil seizure remedy for certain, egregious situations
• DTSA provides that a court cannot grant injunctive relief that prevents a person 

from entering into an employment relationship; Texas restricts injunctions 
prohibiting an employee from using “general knowledge and skills”

• TUTSA has presumption that company representatives are entitled to fully 
participate in the litigation (and this means Texas courts may be less restrictive in 
protecting trade secret disclosure during litigation)
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TUTSA IS THE EXCLUSIVE CIVIL REMEDY IN TEXAS (WITH A FEW 
EXCEPTIONS)

Tex. Civ. Prac. & Rem. Code Ann. § 134A.007(a); Tex. Civ. Prac. & Rem. Code Ann. § 134A.007(b)
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THINGS TO CONSIDER

• Get immediate relief when possible: Consider seeking immediate relief through a 
temporary restraining order or preliminary injunction; orders could range from 
document preservation to the preclusion of the release of a new product

• Expect the accused to go on the offensive: “He did it first!” 
‒ Defendants in trade secret litigation often accuse the trade secret owner of its own trade 

secret misappropriation

• Consider the impact on customers, suppliers, and other stakeholders: Preserve 
goodwill by making carefully crafted communications about how the litigation will 
affect them and by taking reasonable steps to minimize their inconvenience

• Be careful to maintain trade secrets during the litigation process: Use protective 
orders, seal filings, close the courtroom to outside observers, etc.



QUESTIONS?

Jonathon.Hance@bracewell.com
713.221.1125


	TRADE Secrets FAQ:
	FREQUENTLY ASKED QUESTIONS
	WHAT ARE TRADE SECRETS?�
	WHAT IS A TRADE SECRET?
	Some Examples
	HOW CAN YOUR BUSINESS IDENTIFY ITS TRADE SECRETS?
	WHAT QUESTIONS SHOULD YOU ASK?
	WHAT QUESTIONS SHOULD YOU ASK?
	WHAT TYPES OF TRADE SECRETS MIGHT YOU FIND?
	What practical steps can be taken to safeguard trade secrets and protect THEM from misappropriation?
	How are trade secrets safeguarded?
	recruiting, hiring, training, and terminating employees
	Example Immunity notices
	recruiting, hiring, training, and terminating employees
	2. BEEF UP YOUR Information Security
	3. IMPLEMENT Physical Security MEASURES
	4. USE Agreements to protect trade secrets
	Slide Number 18
	4. Agreements to protect trade secrets
	BE PROACTIVE!
	How can a trade secret be safely shared?
	How can a trade secret be safely shared?
	How can a trade secret be safely shared?
	How should one investigate potential misappropriation and breaches of confidentiality?
	How should one investigate potential misappropriation and breaches of confidentiality?
	How should one investigate potential misappropriation and breaches of confidentiality?
	What are best practices to mitigate the impacts of misappropriation?
	WHAT IS MISAPPROPRIATION?
	What are best practices to mitigate the impacts of A misappropriation?
	What are best practices to mitigate the impacts of A misappropriation?
	What are best practices to mitigate the impacts of A misappropriation?
	What are best practices to mitigate the impacts of A misappropriation?
	What are best practices to mitigate the impacts of A misappropriation?
	What are the best practices to mitigate the impacts of misappropriation?
	If all else fails, how does one pursue litigation to enforce trade secret rights?
	In Texas, you have options
	Key differences between DTSA and TUTSA
	TUTSA is the exclusive civil remedy in Texas (with a few exceptions)
	Things to consider
	Questions?

